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1 4 IARNARSOARC UTMYRY[(HSRM gt raud

111111

v CslWistsks? 0BSST o kulss COBAHIS] LONSGASO HCT «ayjsOTWOCkiE"»
t6 O IS IBM PC-isodsjfisdtsr2 itk G2 Cshyeslsji f) Row0Sk jdhsqCokd
OtfO0kSeS df Pesct0ddises Sa it jyitgdw:

Y OLOIsESj 5Bt juikd] MOOCks jiedisd Sl
AJBSe0t G2 gesyjifise |P-1V 1300 gy qerhy
v 1024 B, &J Gid%id

T 0Lt jh jid] &J i) 10247768 YdChikj?;
1 etlzdd0 yoisO 16 Bdls (tj>dds High color) derhj

. o HHCE= i € s etz st s YesssCst TCP/IP 60 hSsshsd &
FEHI e 00" COBSO 4 1o, 4 56 1 fsfy (Dial-Up, xDSL, Ethernet)

A jisCOtEs0 f dststacfltste

M escteOddsisd S Judddd MmOe0Sks jtedhisdSd YedBuohkdd
JY jte0ydtsdzdz0w fcffnls jog0 MS Windows Vista, 7, 8, 8.1
o o Microsoft® Internet Explorer™ o tehdd 9 d
RUzls jtedz IS TSB Lt joOls jiz- avh j (x32, x64), stedftflssIsts Fox 31 HEW
Windows
wie jHisos StodtfisseteOWdunSE? |cstedtflssIis CSP» o jtehdd 3.6 d orhj + AnsHdls ©
LOPdls ™ duwistez0ydd cstedtflssiets TLS» HdMistedBlzsdo CSP

1.2 TnLKAKKNTF I- INALnNLA-NALTINLNTR
Ietscte0dhns | SBNTuiGd) ST «ayjlsomwoskizis» dhtfstLizjls fesksSst HTTPS
tfs fisOBHOESEY & tbtkls0d 443 d 8443, tslssBlz Asd Hfistts™ HsEGY BVl SSErkr &0

Gidiiisiorn ACLOBOR G0 fjkejj ONskAS0 wCr (SBEOSdsjit S Mool
OHGB GOk EE 901 j2 ttectdLOydd).



2 3ItJACsPWPIRYRC R SQANRAVIPARR &3IR STRIVLITSL CSP

2 hAAEBHGE gEgGTGY G GHYTGEeTRETGG hGHG
GHGhTHRhRA CSP
YissB Y tftetso jtedlst &0kzdudy d SewdelzicOyds usrR stedtflstets CSP:

1. [sCess Gt IS ¥ I0G k- rifeOotjtd™ ¥ UljsOksoSO/zHOL jhdj
teset0dd did Iesee0hd ™ o SehYhjdsT.

2. 1 ssCroh jhiw 5Ch%j o Hjbdsj LOYd Stdtlssiss CSP d G0yddlsj 40 ShisyCl
RLG jazofls* . J1stets s 56 «LlsOBseC0 “stedtflssIets CSP”» (fdfizss 1).

(i sStdylssIes CSP  sshzshsoljs o MydhS) ksodsod ke R
I fosce0ds, bikOgseds) stdsshes CSP o  fsssejshsodd )

- dizmlstezSud i2.
P N
1) Yeranosxa "Kpuntollpo CSP" s &J
Bac npHBeTCTBYET NporpaMmMa yCraHOBKH
"Kpuntollpo CSP"
MporpaMMa yCTaHOBKM MpedocTABNT BOZMOICKHOCTE M3MEHWTE,
WCMPEBMTE MNKM yAanuTe Kpuntolpo CSP™, AnA
NPOACTKEHHA HEXMHTE KHOMKY ~Lanse”,
Kpunolipo CSP
36.1 (3.6 R4)
Hazan fanee > | l OTMEHA

tdhlzass 1. JLis «Lhisohsato “sedtflstes CSP™’»

3.0 Bdfsj GO SHEYSE rokj. [HSes jiw it jHEsh jj 56hs flesceodd T Hsogsesd
(tdhkdsS 2).


http://filestore1.comita.ru/CryptoPro/INSTR_Install_CryptoPro.pdf

2 3ItJACsPWPIRYRC R SQANRAVIPARR &3IR STRIVLITSL CSP

'ﬂg‘j-] ¥cranoska "Kpunmollpo CSP" l ﬁ

0bcnymHBaHWe NporpaMMel

M3MeHeHwe, MCNpaBneHHe MK Y AANEHWE NParpaMMel.

W3MEHEHME YCTEHAENMBAEMEIX KOMNOHEHTOE NPorpaMMel, MoABUTCA
AWanorosoe okHO "BeifopoYHaA YCTEHOBKE", B KOTOPOM MOXHO
W3MEHMTE CMocof YCTEHOBKM KOMMNOHEHTOE,

(") HcnpasBuT b

Werpaenerie ownbok & nporpamme., Mpk Bbidope 4&HHOM 0 NAPaMETPE

WCTIPEBNAOTCA OTCYTCTBYHOWMWE MW NOBPEXAEHHEIE Baink!, ApNLIKK
W 3anWMci peecTpa.

[ ¥panuTe

@ Yaoanenwe "Kpuntolpo CSP™,
& |

[ < Hazan J[ lanee > J[ OTHEHE

W — — —

ToheasS 2. JLus EhisOnseld

4. UsOsads St ki RLB kS of GOMBs] G0 SEsYSE rod . St jshw
=P jj 55E6 Hescedhd T HsotseSd (Tahztss 3).

g 3
8 Yeranoska "Kpunrollpo CSP" Iﬂ

Boibopounan ycTaHoBKa

BeiDEpMTE KOMNOHEHTEI MPOrPaMME!, KOTOPEIE HEoDX0AMMO YCTAHOBMTE.

LenkHMTE SHEYOK B CTMCKE HITHRE yToBEI M3MEHMTE cnocod YCTaHOBKHM KOMMOHEHTA.

= OMMCEHWE KOMMOHEHTS
< (=0 v | OCHOBHEIES dhaiingl

=3~ OcHostisie daiine (x64) Heobxoawm anA paboTel TLS B

cnyxxbBax Windows Vista /2008 1
- = ~ | COBMECTMMOCTL € NpoAYKTaMu Microsoft Briwe (5efi-cepsep, cepsep
- ¥ - | Cnywha xpaHeHs knoYei TEPMUHANOE).

¥ - | Revocation Provider
b4 |KounTonposaiaep yposHa aapa OC

JanHbli KoMnoHeHT ByAeT YCTAHOBNEH HA NOKANBHBIR MECTEWA JUCK.

=8 [aHHbli KOMNOHEHT W BCE NOAKCMNOHEHTbI By YT YCTAHOBAEHDBI HE AOKANbHBIH HECTKMIA ANCK.

B JanHbiii koMNOHEHT ByAeT YCTAHOBNEH ANA 33MyCKa NO CETH.

B8 3 JaHHbIii KOMMNOHEHT M BCE NOAKOMNOHEHTEI BYAYT YCTAHOBNEHEI ANA 33MyCKa NG CETH,

XK [JaHHblid KOMNOHEHT BYAET HEAOCTYNEH.

[ < Hasan I[ Lanee > ] [ OTMeHa |

tdhkesSs 3. JEbs EhlsOdksetd
5. WOl tjots? CkOadh j2 drhd G0 YtShi stedisttieto02Hjts tssonw WHigO
Jo g orsjiedis] rohG 2 Sttt idls Bl jis EhsOksot s GO ¢SOk G2 HjhisCd? HAS.

T i Skttt Stdtissicso0H s keson WHisd Lt 1] oSty jt,
e (OB GO ShstSl LIstz 0 of Ui jmsHdls] S fizjHizes P jlz 6OLH jirlz



2 3ItJACsPWPIRYRC R SQANRAVIPARR &3IR STRIVLITSL CSP

6.0 tscflsj %0 CYCE rOj. [t jsiw fjHze=h jj sChs Hesce0dkr sohgsesd.
(tolhfzsS 4).

ﬁ ¥cranoeka "Kpuntollpo CSP" J &J

BCe roToB0 K HSMEHEHHID NPOrpaMMbl

MporpaMMa roTOEa K HaYany yCTaHoBKM,

ByaeT ycTaHosneH KpunTolipo CSP B CTEHASPTHOM KoHBDUIyDaLwm,

WMZMEHWTE KOHQMMYPALYO MOAYNEN NOAAENHKK MOXKHO NMOCNE 33BEPWEHWA YCTAHOBKKM B
KOHTpONEHON naden Kpunmallpo CSP, gocTynHoi B meHio Myo.

HamMuTe KHONKY “YCTAHOBMTE ", YT0BEI HEYATE YCTAHOBKY.

Yrobil NPOCMOTPETE MAKM M3MEHMTE NEPEMETPE! YCTAHOBKM, HEMMWTE KHOMKY "Hazaa "™
HasMuTe KHonKy "OTMeHa"™ ANA BbIX04a W3 MPOrPaMMel.

l < Hazan ” YCTEGHOBMTE |[ OTMeHa

4 — |

tdhkesSs 4. JEo hlsOdksetd

7. WO Rds) 0 SusyCkz uhisOkseodist. azHjls LOYEzP b Hesyjhh  Zhs0kseSd
stedtflss At CSP.

8. Ishizj SCBHOGA™ bhsOnseSd 4 it jLoctkLds | Sadt sk . UhsOkseS0 Sedititjdiso
stedtflstfisso02H jt tesodW WHisO Jut i jh &t L0s jteh jd0.



3 vasd s stJuu-uTVRARSOS L RYrPu I C SSL-bTURARSPUD ©G «brY rudh—
NPsSLLTIZ»

3 ThIEGHEGE GHHARA-heHTG TGGETHE GGEETEG] SSL-
heHTGTGGETE hijE «hTETEUTEGTTH 1 »
re¢v steokdoydd Lohdhyhgases hsjrdiiedy f adudrd SOBdhdlstd Isteislzilshw
IhisOdsodis Seshf)-hjeso\WdSols T dLHOls jiw SSL i jtelscfdSols.
YIssB Y EAlsOdsodis fjelsdWSols T :

1. 06t6lLdfls | WO Esclizls ™ Hiz™ bAyisOtsaS fjesaMdSokse s O fz.

2. 0UiAiscflsj LGl jduts T2 WO, [sStets s 56 Csds0dHias2 fistesS (TS 5).

tdhkdesSs 5. JEos Ceds0dHbGs2 histsSd

3. OB EBlzts StdedPiz 4O C0adObis. AlHES it Hse0ls jtd SsCErofsiiw
HOOtsEBe T j 5CH0. kv isHisi jdd™ GOX R0k, 40 CuSYSE ro. I L0s il jidd bkotseS
o 56t S5ds0dHs2 flstesCl BssBEOLAls T fisislse jsfisoltF jj fisseP j&dj (tdhkiss 6)

tolhizss 6. bssaP jidj & L0s jieh jhdd knlsouseSd fjtlsqWdsolsse

4. OB &E=BE St0adhl GO ChOodOsks). JThS LOSES v, bijs0usc0 Bl js
bt jPds L0s jieh jdsO.


http://support.comita.spb.ru/files/creport/Spb/ARMNP/Utils/instcrtall.exe

4 vasg s e toRARS S L Lr JH LACICOZ AL AW TP R IRYAZM b TURASPU L]

rdJ e A LIRAD
4 ThIEGHEGE heHTGTGGETHE TERAhTHEEHTI j éeH
TEGTHE G gGTg 1 T heHTG TGGETHE EHgGGHhTGHeA

4.1 TNRKNAKIK FANR-NLnA R PI-KAK nTANBAKLNFRSLLA OLNANK

chid e0hd fjtelsdWdSos o fzh jur VoL «orJus LArtcD=RB AW,
Ists Astsls flzdzSls o d3tsyjls testfiziisdls. skdjds0ds Hiszedn LA, & jsBREHAME Ls0dsadis-
Ctetsfyy-h jtelsdWdCols LA, 9T HO jats ddyds 2 i jtelsd WSOk,

106tezLS0 o EisOdsos0 OO0k %O thedbjted Sttshi-jelsdWdSoso 1d L
CUHBMNEe jewshd y jdiste». d klzy0d, jhkd e0h ©#sICI o HOG Hiszedd
ZHishistse jiews s v jostetsds, oSuEy bk ds o rHAGT2 chizHOEhise jdd 2
tdiste d stzekzdSso0hksd 0 024 http://etrust.gosuslugi.ru/CA , Ikt
GisBrsHA®RE $02sd o hdhCi o0 kHshste ewshd v jdists d LOctkzLdls
Ctotshyin-ftelsgWA SO ™ HEW & jets.

YistsB T EijsOdsadlst Stest-h jtsqwdSos:

1. YOctelzLdlsj Ctetsii-njtelsdWdCols Hshissejtevsh jeis yjdisted, orHOo o ddynr2
hdtesdWwdSols ) M020  http://etrust.gosuslugi.ru/CA,  shizhjhksede  fdhS o0h jot
Hishistso v jeis yjoisted g z0dijdse0hdt did St

2. o0 HT P jiShdlsj ts LEOWSE Lot jhises WORE0. fsCiets s sShs « [IsStriss
WORL - e jHtfiei>1Hjd idhlsid* BiLsYOnGshisdy (Tdhzess 7).

OmepeiTe $ain - npesynpesieHe CHCTEMBl BE3ONACHOCTH @
Onpeats 3107 dain?
WMma:  C\Downloads\WWUDCCAB. cer

% . -
f’ Mspatens:  HewssectHoiin W3aTent

Tum:  CepTHdWKaT 6e30MacHaTH

Ws: C\Downloads\WWUDCCAB.cer

I Ompoims !| Omveta

[¥] Beerpa crpawwsaTs npu oTkpeman 3Toro daina

i 3 ;i'l FPaiinel us ViHTepHeTa MoryT BbITe NoONE3Hb!, HO 3TOT TN aina
! /! MOXET MOBPEdMTE KoMmnbtoTep. Ecnu Bel He noBepReTe
4 MCTOYHKMKY, HE DTKPEIBAATE 3TOT Paiin. FaKTopsl pUcka

tdhlzass 7. JEbs « JIsSteris+ W02 - tis jHiztfie j>HJkd 4 fidhls b
BJLSHONGShIs»

3. 00>l &0 ShstCl [sCte st fsCiets jsi 56 ot jislsaWaCOls» (tdfiiztss 8).
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Ceptndukar

Oblme !Cocras I MyTb cepTM¢MKaLu4M|

g.?’ CeeqeHna o cepTwhrkaTe

3ToT cepTWdMKAT NpeaHasHaYaeTca ana:

» Knacc cpeactea 3MKC1
» Knacc cpeacTsa 3N KC2
* BCe NOMMTHKK NPMMEHEHKMA

KoMy BhifjaH: NWUDCCAS

Hem Boigan: ¥ 1MC YL

Dencrentened ¢ 22,10, 2014 no 04.12. 2017

lvcraHosMTb CEPTHPMKAT. .. ] 3aABNEHWE MOCTABLLNKS

HDHDDEHEE a EEQTHQLIN&TED\'

TS 8. JEHE «tjielsqWdCols»

4.0 Gdlsj G0 ShSYCE LhsOGEadlst fjEsdWACOs. ... LSS jshw sSds fede jshsod
0Nl jie qBYsElsO i jelsqwdSolsso» (TdhztsS 9).

MacTep MmnopTa cepTHdMKATOE @

Macrep nMmnopTa cepTugnKkatos

P | 3TOT MACTEP NOMOraeT KOMMPOBATE CEPTHHMIKATEI,
L @_: CMMCKM AOEEPHA W CMMCKM OT3EIE CEPTHMIATOE C
NOKANBHIrD AMCKE B XPaHHIMLWLE CepTHEMKAT OB,

CEpTHHMEST, BEIASHHEI WEHTPOM CEPTHHMKALMK,
ABMASTCA NOATEER¥AEHHEN BAIWEF NHYHOCTH H
COAEPHHT HHBOPMALHID, HEOBX0AHMYHD ANA 3aLUHTEI
AaHHEIX MK YCTEHOENEHMA ZaUHMULEHHELY, CETEEL
NOAKNHIYEHHI, XPaHHNMILE CEPTHEHMKATOR - 3T0
0BMACTE CHCTEMBI, NPEAHASHAYEHHEA ANA XPAHEHHA
CepTHRHKATOE,

Ana NpoA0MKEHMA HaXMMTE KHONKY "Janee”,

< Hazaa

OTHEHS

tohizsS 9. LRt tedo jishisad™ « JOIS jie dostsElsO fjtlsqWdColsse»

-10-
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5. WOMddsi 0 SHsySt pOdii >. [SEsishY HEjHz=sPjj sChs  _fofsjeo
(tofizzsS 10).

MacTep MmnopTa cepTHdMKaToE @

XpannnHue cepTHpHNATOR
APaHHAHLLA CEPTHHMIKATOE - 3TO CHCTEMHBIE 0BNACTH, B KOTOPBIX
*¥PaHATCH CEPTHRMKATE,

Beifop xpaHMnMLLa MoxeT BeiTe NpoHsEEAEH Windows S5TOMATHHECKK, HAK XE
MO#¥HO YKA3aTE PA3MELLEHHE CEPTHRMISITE BPYYHYHD,

" ABETOMATHUECKKH ERIBPATE XPAHHIHLLE Ha OCHOBE THNA CepTHdKaTa

@ [loHECTHTE BCe cepTHAHESTEL B CNEAVIILES XDaHHIMLE:

KPAHHAMILE CEPTHMKATOE:

Of30p...

MNoApoSHEE 0 XDaHHMIL S cepTHHKATOE

l < Hazaa ][ fanee > ] l OTMEHE ]

Tzt 10. ST « g0l jis dhsstelsO fjesqWdColsse» f) R0ndtd™ jd
njtlsqWdSolsse

6. UnsOBsads) U jCty0sjit Isdjisdlst ofj MjEsdWdSosr o fijnz=hjj
re0GdidP o GOvdds) G0 CusYSk [BLst.... [sCEsjshY sShs crest NeOkdEd™o
N itelSWAColsO» (fdhiztss 11).

Beibop xpanmnuwa ceptudukara Lé]

BriBEpMTE XPEHUNWILE CEPTUMKATOE,

w1 MuHoe -
(| [loBepeHHsIe KopHEBEIE LIEHTPbI CEPTHY =
-7 [oBEpMTENLHEIE OTHOWEHMS B MPEANPE -
&

|| NokasaTe pUsM4HEcKe XpaHMIMWE

[ Ok J I OtmenHa ]

ToizsS 11, JShis « ) rBsts Re0kdidO fjlsdwdColson

7. Avejeds] fstsSy et jisuej yjkser fjsqWdSoydd d doxdds) &0
ChsYS [s. JSus LOSES s o fsi ms0GdidP j fitsdWdColsse Li0yibdj dLdsigadshv GO
VtosB J{izissud ™ j ydiste T fiesdWdSoydd (tdfizass 12).

-11-
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F B
Macrep vmnopTa ceprudukaTos @

Xpanwnuuie cepruhurKaToR
XPEHWUIMLLE CEPTUDMKATOE - 5TO CUCTEMHEIE DBNACTI, B KOTOPLIX
MPEHATCA CEPTHRMKETEL

Brifiop ¥paHunuLa MoseT BoiTh npomnsseaeH Windows aBTOMATHHECKM, MK He
MOPKHO YKE3ETE PAsMELLEHWE CEPTUDMKETE BPYHHYIO,

() ABTOMETMYECKM BEIBPATE XPAHUAMLLE HE OCHOBE TN CepTMdMKETE
(@) MoMecTUTb Bre CepTUDMKATLI B CNEAYIOWES XPaHUMULLE

XpaHUNMLLE CEpTUDMKATOS:

MpoMexyToOHHEIE UEHTPLI CEDTMdJHKaLU-ﬂM

nOﬂDOEHEE 0 ¥PEHWIMLLEY CEPTMDMKATOE

[ < Haszan ” Danee = I ’ OTHEHS ]

| %

TatsC 12. (LS «JOhls jis dosstelsO fiblsqwdColston i o ets0mEY d
nte0td™ jdg
8. WOMkdsj GO SHEYSE pOkjj > [CEsjsiv L0ojehosh i sChs ik jto
(tozss 13).

hacTep MmnopTa cepTHQMKATOE

3aEepweHne MacTepa MMNopPTa
cepTUdUKaATOB

CepTHdHEaT By AET HMNOPTHPOBAH NOCNE HAXATHA

:"/l'/ @j KHOMKK "ToToBa",
P
= Vg

[ = Hazaa ][ [oToso ] [ OTHMEHA ]

tohizsS 13. 108,jeP0sh jj 5CEE JOls je0

9. WOMtalsj SstCl yslssors. LS jsiv dutisoydistas | sSus f) fsseh jadjs
te Ltz 150l j SjsOydd (TafizisS 14).

-12 -
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MacTep wanopTa cepTudmkaros

| MMnopT ycnewHo seinonten.

TahztsS 14. REWStBOydshtsj 5CH f) fisteP jidjd © tiLztIsols j
sy soydd

10. WOtds] &0 CheySt [[s. Skt LOSHsjshY, bhs0eseCo BiHjls EiiPds
LOg jteh ji0.

4.2 TNRKNAKIK £FONALA NLnARTI-KAK Tak ENANANALA £ 170K

F&v fisLHOhdy S tisH HESkhjiks0hd & uST B kjszjsiy Hisogsads! dqukr?
jels WSOl Histdashistses ddyo

YissB " EAlsOdgsadst ddud* 2 i jesdWdSols HEE G sESEs &dyo:

1. [Cussj djgs IAC ¥ Onses260 ¥ 10 b LieOodjhdy o HEOMHY
P jbChdlsj LEOYSS Stdssiss CSP (tdhkisS 15).

[E=3[Eeh >
- =
UI\‘J |@| » [an.. » Bceanementer. » - | +3 | | Mouck 6 narenu ynpaeneHus 2 [
HacTpoiika napameTpoB KOMNbOTEpa Mpocmotp:  KpynHele sHavkn =
— HdHAADbIX - AL
'ﬁeﬂ 3awmTHuk Windows L j._ﬁi 3BYK
3HaukW obnactu 2
= &z Knaewatypa
OO YBeJ0MAEHWA
"l_jl Kpwntolpo CSP ? Meilwb
[ I MaHenb 33084 U MEHIO ~  MapameTpbl =l
3 Ty @ WHEKCUPOBaHWUA
}L{-'J MapaMmeTpel NanokK q MepcoHanMsaumna
3 MoaknoueHna K = N
69 yaanenHbm pabouvm JI Mpucrynasa k pabote
l.: 7 Mporpammbl n .@w Mporpammel Mo
“W komnoHeHTb! WY ymonuanuio
LBI PacnosHaeaHWe peun Q’i"} CeoiicTea Gpaysepa o

TelisS 15. 130ysS stedfisses CSP
SISt jisf 6 «wos2Ms00: Sttflssiss CSP» (fafizis 16).

- 13-
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iz Kpunofipo CsP 5]
ANTOpMTHbI | BesonacHoCTb | winlogon I HacTpoiik TLS
Ofiue I OfopyaoBaHue " Cepeuc I [NononHWTENBHO

KoHTEMHEp 33KPEITOMO KNDYa
3TH MaCTEPa NOSS0NA0T NPOTECTHPOBATE, CKOMMPOBATE MM
YAANWTE KOHTEMHED 3aKPEITOr0 KNKDYa C HOCUTENSA,

[I'IpOTechposaTb...J [ CKONMPOBaTH. .. ] [ Yaanutb... ]

CEpTHMKATE B KOHTEHEDE 3aKPEITOMD KIKD4E

ITOT MACTED NO3BONAET NPOCMOTPETE CEPTHAMKATEI, HAXOAALMECA
B KDHTEﬁHEpE 3AKpbITOro KNKoYa, M YCTaHOBWTh WX B XpaHunuwe
CEpTUDMKETOE, ’

[ MpoCMOTPETE CEPTHOMKETEI B KOHTEMHEDE, .. ]l

TMYHEIR CepTUdMKAT

3TOT MACTER NOSB0NAET CBASETH CEPTMHOMKAT 13 (aina C
KOHTEAHEPOM 38KPBITOMD KNIDYa, YCTAHOBHE STOT CEPTURMKET B
XPEHUMULLE.

[ YCTEHOBMTD MWHHEIA CEPTMDMKET. .. ]

Maponu 3aKpeITeIX KoYed

S3TH MACTEPa NO3BONAKNT M3MEHMTE Naponk (MMH-KoAk) 3aKPeITeIN
KIHOHER MK Y¥AanuTb 3aNoMHEHHBIE PEHEE NaponM9.

l M3amMeHMTE Naponk. .. ] [ YAanuTb 3anoMHEHHBIE MAPONM. .. ]

I OK H OTtmeHa ] MpumMeHTs

TokssS 16. JShs «uos2ilse0: stdfissdss CSP»

2. L5t j oSHOHSE w4 jtsodl d GOM s 40 st Meshdsistsjis ) jtesWdSols T o

CBils jRute]... [SCESShY SSHES cujelsqWdSOlsr o Csbls 2Bt LOSEYISEds Chtsy0»
(tofizasS 17).

i
|2 CepTidmkaTel B KOHTERHEDE 3AKPLITOrD KAKYA

KoHTelHep 3aKpuITOro KNo4a
BEEAMTE WNM YKEWMTE KOHTEMHED 35KPLITOrD KNKJYa ANA NPOCMOTPE g

CEPTMDMKATOR B 3TOM KOHTEHEDE

MA KMIOYEBOro KOHTEHEDPA:

| Cfzop... |
BEEAEHHOE MMA 3303ET KNKYEE0A KOHTEAHED: Mo cepTudurarty...

@ Monb3oEaTEnA
() KoMnetoTepa

BoifepuTe CSP ANA NOWCKE KNKOYEBEIX KOHTEHHEPOB:!
[Crypho-Pro GOST R 34, 10-2001 Cryptographic Service Provider - ]

< Hazaa flanee > OTHEHz

Tazese 17. JL65 « jelsqWdSolsT o Cstls j2t i} LOSE T ISEds SEEy0»
3. 00> Bl 0 ChsYCL [BLsts. LSt ki 5Sus cstdilstIes CSP» (tdizisS 18).
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rdJ Json JJAS JRAD
Kpuntolpo CSP
0:09:38
Bribop KNHYEBOro KOHTERHEDE
B crmcke NoKaskIBaTe:
@ [IpyKecTBEHHbIE MMEHE (7)) YHMKaNsHbIE MMEHa
CMHCOK KNKOHYEBEIX KOHTEAHEDOE NONb30BATENA:
-
CuMTLIBATENE | MMA KOHTEMRHEPS -
Jwcxoson F YK ®poaos Mank MHaMaHoBMY
Awckoson F YKK ABnokoe CTapk Kpacka
Awckosog G 150702121145 _40AEBES06D 36450C3E58
Awnckosog H 150716143334 _40D9EES533BDCD2A94FE
Awckosoa H 150716144158 _44BDA20AAETEC45A439A
Jwaxosoa H 150716144473 _45346210042BE7F52116 |
NuoxosonH  150716144784_49AE89 IFCF327851F IE3 Wl
Jwckoson H 150716144933 _4F4FAODD4335B861FAB2 ‘
Jwckosoa H 150716144940 _4EEG9BDBCFD 180053849 L |
Jwaosoa H 150715145451 49339591AE07B0035391 E |
Jwaxosoa H 1507156145568 _4DEESESCOT2F55CASE5C ‘
Awnckosog H 150715145661_4B821BB6C326162433505
Awcrkosog H 150716145974_4D45BA0EFSCOCCT17D0F =
[ Ok ] I OTMeHE ]

tolhizsS 18. JLiE «Stdilss s CSP»

4. 1 fydhCd Sesyjorn CshisjRhjete tsiALsetsiey ovsjeds) fssleishsolz=r jj
LBOUJhdJ d GOMBdl] 60 ChsySl Is.

RU3" Cires joisets Sistls 205,60 dgis s BTls? ietsclLotsiz it s, ©iCHisjj oot
_ Alsts BzH jis SOEd2 BZCo jdis-yoiisses? dH W Colssts.
u 10 COMHH Gt disels Hidhizshisoso0ls! diSsiICs S it
: Lftejrjialst, SOSK L GofR fsHjEdls GiSBRSHABT2 GO fijiEsdWaos,
oBLABEGE  OSHSUASiGE  djsSHSE GBS0 o ik
sk jie>ofdstsets (esaWAColso).
JCus LOSESjsh, o Uskj REBW Csyjoscs ShlsjRuj0 SsseoLdsiy Lo
oV BlOGhSEs St j20 60 (fofiztss 19).
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i
|2 CepTudmkaTtel B KOHTERHEPE 3AKPBITOND KKIHA

KoHTelAHep SaKPLITOro KIHYa
BESAMTE MAKM YKEKWTE KOHTERHED 33KPEITOMD KNKOYa ANA NPOCMOTPE g
CEPTUAMKETOE B 3TOM KOHTERHEDE

WMA knioYesoro I(DHTEFIHEDEI =

150716144734 _49AE89 1IFCF327B51F1E3
BEEASHHOE MMA 3AA3ET KKHEBOA KOHTEAHED: Mo CEpTHRMKATY. ..

@ MNonbsosaTens
() KoMnbtoTepa

BriGepuTe CSP ANA NOWCKE KNKOYEELIX KOHTERHEDOE!
Crypto-Pro GOST R. 34, 10-2001 Cryptographic Service Provider v]

tdhkess 19. st RBW ChzE=y jotsets Sishls 200

5. OB G0 SHsYC rOLjj. JECEsjshy SSEE «u jebqWdSosT o St i)
LOCtE T lstsels Srt=E» (fofhztsS 20).

x

]u,; CepTudikaTtel B KOHTERHERE 33KPBITOND KNHIYE @
CeprndmKaT gna npocMoTpa
MpoCMoTPUTE W BEIDEpHTE CEPTHAMKET Fg
CepTHdMKET: FodMaH MpMropuil Mixarnosmuy
CyfbekT: STREET="yn CoBeTckan, 17, OMPH=1065254004551, MHH=0052010043%
MocTaBWMK: STREET="yn. ManeiruHa, AoM 6 nuT. A", OTPH=1037816019647, MHH=0
LeicTerTENEH C 16 wiona 2015r. 14:48:18
NefcTBUTENEH NO: 17 wrona 2015, 15:00:00
CepuitHEIll HOMED: 0100 BFBED 5128 70F0 0000 0006 OFC2 0001
YETaHoBHTL ] || CBOACTEA... l
Ofzop..
I < Hazan I loToB0 J [ OTtmeHa l

Talzss 20. STt «t jelsqWaCOlsT o Stils 2t LOSE T ISEES Shy0»

6. LBJHAS M, st fjEsaWACOls o T B0t Sstets jCstats o GOMtAs GO SHsYCE Hos2hse0.
LS tets s 56G6 cutjtelsqWdSols» (tdfiztss 21).
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HL‘_ Ceptudurar

Obuwme | Coctas | Myts oepmtbmaunuu

p’ Ceegenns o ceprduKaTe

ITOT cepTWhHKaT NpeqHa3sHaYaeTCa Ona:

* 3AWMLEET CO0BLLEHMA SNEKTPOHHOMN NOYTEI

* MoATEEPHKAGET YAANEHHOMY KOMNEOTEPY MAEHTHhMKELIID
BallEro KOMNBIOTEDS

» Knacc cpeacrea 30N KC1

* Knacc cpenctea 3N KC2

KoMy Buigan: Todman Mpuropuii Muxannosmy

KeMm Boigan: MWUDCCABmodel

Aeitictearenen ¢ 17, 06, 2015 mo 17, 09. 2015

'—' EcTh 3&KPEITEIA KNKDY ANA 3TOM0 CEpTHDMKETE.

[YCI'BHOEMTI: CEDTMdJMK.aT. o J 3aABNeHHe NocTaBlEa

Tohsss 21, JLEE <t jlsdWdCols»

7. Metso jisls §, ylsts:

1 LGOUSS  MEsWdeos0 G ddjds ®0 fesjk  dLsBEOMJRdd  MdsTh
St jrest GqSse f) osNSEquOsji G LGOSKE ohiistd; CohGrr Ckkese f)
BJE " a3 CtojflsSiscs;

1 GOLGOjtdj fjEsdWasokO LSOLOMS o jists:

1 L0CETlsr2 Sy fstsse jishisokzls HOGGSHL i jesdwdSosk

8. Stk oSLOHSE B ) d OMddlsj 4O SHisySL UisOGsadst fjiesoWdSos. .
SIS et jish 580 dedo jshisod™ « JONlS j dhBistlsO fjslsqwdsolste» (tdhiziss 22).
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MacTep MmMnopTa CepTUHKEATOR

Macrep mmnopTa cepTudpuKaTos

; < TOT MACTER NOMOrA&T KOMMPOBATE CERTHOMKATE,
i %_‘ CMHCKH ADEEPHA H CHCKH OT3BIES CEPTHBMKATOS C
f NOKANEHOrD AWCKA B XPaHHNHLLE CEDTMdJHKaTDB.

CEPTHDHKAT, BbIAAHHEI LEHTPOM CEPTHHMKALHH,
ABNAETCA NOATESPH AEHHEM BaLLIEﬁ NHUHYHOCTH H
COASPHMT HHAOPMALHHD, HEOBX0AMMYHD ANA 3aWMTEI
ASHHELX MK YCTAHOBNEHHA SALWHLLEHHEL: CETEELIX
NOAKNHHEHHA, FPAHHIHILE CEPTHIMKATOE - 3T0
DEJ’IaCTb CHCTEMEBl, NPEAHS3HAYEHHAA 4073 XPaHEHHA
CEpTHHKATOE,

ANA NPOAOMKEHNA HAKMHTE KHoMKy “daness",

<Hasaa |E Adaneer l OTHEHS |

tohizsS 22. (LS tedo jlshisad™ « OIS ji ddtstls fjtlsqWdColsse»

9. WOM el 0 SertstfClz Oz JsStets isiw i julzesP jj sCas JOM jteO f) misOtcfid ™ jos
njebWdCosse (teflziss 23).

MacTep MmnopTa cepTHdMKaToE

XpannnHue cepTHpHNATOR
APaHHAHLLA CEPTHHMIKATOE - 3TO CHCTEMHBIE 0BNACTH, B KOTOPBIX
*¥PaHATCH CEPTHRMKATE,

Beifop xpaHMnMLLa MoxeT BeiTe NpoHsEEAEH Windows S5TOMATHHECKK, HAK XE
MO#¥HO YKA3aTE PA3MELLEHHE CEPTHRMISITE BPYYHYHD,

) AETOMATHUECKH BEIOPATE XPAHMIMLLE HE OCHOEE THMNA cepTHjkKkaTa

@) TIoMECTHTE BCe CEPTHDHKATE B CNEAYHIWES XRaHHMMLE:

KPAHHAMILE CEPTHMKATOE:

| QfAz0p...

MNoApoSHEE 0 XDaHHMIL S cepTHHKATOE

l < Hazaa H fanee > ] l OTMEHE |

TofhizisS 23. JLEs « g0l & dostistelso fjtsqWdColsse» i Re0tdtdP jd
ntlsqWdcolste

10. uRsOdsadls! ik S0kt o sty jkdi Iskifsdlst ofj fiEsdWdSosr o
izjHzsP i feoddedfy d GOMkds) ©0 SustSz JBLst. JsSEsjsh sCus «drBs
"0k O fjElsqWdColsO» (oSS 24).
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u:ll,;_ BeiBop xpaHnnvia cepTndkata @

BrifepUTE XPEHUAMILE CEPTURMKATOR,

..... | JoBepeHHbIE KOPHEBEIE LEHTPEI cEpTMdj; |
----- | oBEpMTENLHEIE OTHOWEHWA & Npeanpe. |
----- | MpoMERYTOUHEIE LEHTPEI CEpTHgMKEL

----- | [oBepeHHbIE MZ0ETENM

-~ CeanmaduaaTil K KATANLIM HET AEeML
1| e | F

[ NoxasaTs dusMueckue xpaHUIMILE

[ Ok J [ OTMeHa ]

TalsS 24. S «J rests R0kt O fijelsqWdsolsox

11. ArBjtdsj Re0hdidm | Fofubrj o GOMdds 0 Syl LS. Jus LOCEs jsiw, o
tistzj MisOiczd P j 1 jtelscW S Olstse L0y jtclj oLz jiaclsiw &0_gofude™j (tofiztisS 25).

Hi.; MacTep nmnopTa cepTrKaTos

Xpanwnuuie ceprwhuKaTos
¥paHUIMLLE CEpTMDMKATOE - 3TO CMCTEMHBIE 0BNacTi, B KOTopbIX
XPEHATCA CEpTHDMKETEL

Brifop xpaHunMLLa MoxeT BbiTe npousseaeH Windows aBTOMaTHYECKM, UAM KEe
MOMHO YKE33Th PA3MELLEHHE CEDTUDMKETE BDYHHYIO,

() ABTOMATH4ECKM BEIBPATH XPEHUMMULE HA OCHOBE TUMA cepTUdMKaTa

(@) MomecTuTh Bre cepTMAMKETEI B CNEAYIOWEE XPaHUIMILE

XPEHMNMLLE CEpTHMMKETOB:

MiuHoe | OBzop...

MNoapobHee o xpaHMNMILEX CEPTUDMKATOS

P——
[ < Hazan " Hanee > I’ OTMeHa ]

tolhizsS 25. st j misOdzdlizd P MjtelsWASOlstse

12. OBl 0 SHsYCL rOdjj. [sCs jshy 5SEs «108jEh jhidj £OBSIST dORls j0
qstistelsO fjielsWASOlston (TdflisS 26).
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fMacTep uMNopTa cepTHgMEaTOE

3aBeplUeHMWe MacTepa UMNOpPTa
CEPTUOMKATOB

CepThpricaT Oy 48T HMNOPTMROBAH NOCAE HAMATHA
rHoMkM "ToTosa",

A

e

'5_-:_‘3/ BN yKazaHbl CNeAyHILUME NapaMeTob

FPaHHIMLLE CEpTHMKSTOE, EEIBPaHHOE NONE30E3TENEN

CoaepHaHie

[ < Hazaa ][ [OTOED ] [ DTHMEHA ]

TolfizisS 26. JTits «08 jtsh jidj 0BsIS T ONls ji50 dististls0
nitelsqWACOIstse»

13. 0> Bdlsj G0 SHEYCE Asissos. Al js LOgEP jb desy i bsokseSd fjesdWdsaso.
s L00jeP jld sy fio ssCies v 55hs ¢ JOnis i dhBsels fjelsdwdsolste» (Tafztss
27).

u'['_; MacTep nmnopTa cepTidnkaTos IEI

| Mnnopt ycnewno seinonten,

TolhiztsS 27. S «JOls jis dBYstEisO fjtlsqWdColsse»

14, \O>kdkj G0 SEsySt [s. J Gkl SCHs LOCES S, ) jesdWdSos
Hist S TISGSEs G0 BizH s btj s bjsOtsot ji.

ik tishdzd ZhsoksoSd fitelsdWdSolso ishiszg0,ls tfis jHzs> Jdd Lot dh0ls+ fjtlsWdSols
%0 eToken (tdhzasS 28):

| = MamopT ce pridmxata eToken

' 3 i Hopkii cepTiduacat Aofaenen & xpankniuLe ceptrdiicaTos, Hasmure <0, yrofiel
LE “) 3aMMCaTe &ro Ha eToken.

Lok J[ coce ]

tdhlzasS 28. e jHis> jadd LOYdhols+ fjtelsdWdSOls &0 eToken

-20-
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rodes) fsseh jkdj tedzoHzi>dls eToken PKI Client (H&029tlz HEZW
eToken), 0 &J stedtflssI L

WIBBRBH:
1 ckCOLOs W sl LOYdd|;
1 skCiydis sz stfydts o Bz j&.
i Usts@ts iyt jHSo0k ji ds:
1 okCessj IS Y Arifszkdst Y msconfig Y s Y 9StOHSO
dolstsLOGtelzLEO;
T hedddlsj WizoxsS PKIMonitor d G0xddsj &0 eyt [s;
T Yt jLoctelzLdlsj Stk jte. Ishi) tfjtjLoctiCd BisCes jishv sCks f
tfte JHiztfis P> HIGAJds & o i jdede ™ LB Jdejdecr,
1 Ehsodsodlsj WkzoxsS 3. o otHdls4 HOGGE] MsteM jkdj d GOx&ds,
%0 Sl s.
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5 QERTHHGGE EéeUHEHGREEETEQE
5.1 GKNANALIK KLK-rKALNLKKALEF Microsoft® Internet Explorer

WOMstss260 400k jistsse  ©,jBTSBELEjo0kjEv Microsoft®Internet Explorer— yofjs
sHeBssaCd ZyohskdSo G «thyjlsO-woSkizie» € tts jHjsswh j2 ©0BBls .

Chizd & o0f) sishizkhisokzils osLBsyEshist dhtfstziLsedst 1E ojtehdd 9 d erhj, ks or
Bty s EnlsOtsadls o Gomistesdlst HEZW ts0BEST 0 &6 | A Stediflss s Fox 31

v Cstets jCstis?  ©0Bss™ CADESCOM  stedifissdtJ GAIY browser plug-in
& JsBrsHAMS HEsBOadls? URL 102150 https://portalsf.ru o OH & j Lz (Trusted sites), HEW
Astses:

1. Y0tfiziyisdls j sBBLE joOls jiz- Microsoft® Internet Explorer.

WOcktes260 9 jB-BBELEjO0JZY  Microsoft® Internet Explorer tfisCOLOGZ0 &0 Hedddtej
S ryds? ojtefidd 11.0. ydw Hislzed= ojtehd? IE, o k.y G&d tehhSEvLrys =,
quzls jiew J2f 9B-sBGLEjoO Y d YisteWHES 6t dOfstes2Cd HEW 0BEISY © &G B B Jls
tslszdyOls4fw.

2. Arisodisj Gjk= wjtcadh (Tools) Y wo2fjse0 taisL jo0lsjzW (Internet Options)
(tdhiztsS 29).

[ e

THOC... ok -
Mevate ol
Marn r
Facwrab (10025 k
| BesonacHoOCTE r
' MNpocrmoTpeTs 3arpyskM Ctrl +]

HaacTpoikm
CpegcTea pazpabordmea F12

MepelfT K 3aKpeNAEHHEIM CaliTam
CeolcTea obospegaTena

O nporparme

D e L T R r - e

tdhlzass 29. stBORHO Hets2hise0 SBiLE o0l jEW BB ks HJtGSdfr]
JsCtets Jistiw 5Cdzts carots2Mise0 sBBLEs joOls jivs» (Internet Options)(tdizass 30).
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CeoiicTea obozpesaTens :__@j
Comepwarme | Moaxmouenin | TMporpanms ] foconiTensi

Ofuime | Besonamiocts KordHasHumansiocTe

AOHAWHAR CTRaMMLE

P Yrofsl co3A3Ts BXNAAKH, BEEAHTE KaXALIA HE AAPECOS ©
Q5" HoBod CTpOKN,
about:blank

Tekywas Jl McxogHas Myctan

McTopHa npocMoTpa

¥ AANEHAE BDENEHHIX PAFINOE, HCTODHKH NDOCMOTES,
¥ rymr-haiinos, 3AN0MHEHHET: MANONSH M ASHHED: HE BEG-HopH.

T ¥AanMTE wypHan of0speBATENA NDH BRix0A8

l YAAMHTb. .. MapameTpel |
Mewck:
( | HacTposiica ymonuannil Ana nowcea, Mapasetpe)
Brnagkn
HarTpofika Bxnaaok Ang oTofpawerma | MapaeTpel
T peb-cTpam,
MpeacTaBneHHe
LipeTa | Avbikn | LWiptichTid | Odaprnate

(s)8 | OTeena MpkMEHHTE

tdhizass 30. JLas «uos2hise0 tBBLsjools jzv» (Internet Options)

3. JsCterss | oSHOHSE a jLstfOndshis+ (Security), oV Hjkdlsj LEOYSS Lsh:T 3 OHYMEB Y j
L™ (Trusted sites) d GOMBdls] &0 ShistfCz Lk (Sites) (TdhkesE 31).

CeoficTea oBospesaTens

| Z0AE0H AHHE | MNoAkHHEHHA | Mpor parte! I AonNonHHTENEHD |

OfimHe | EezonacHoCTE | KoHtMABHUHANEHOC T |

EbiSEpHTE 30HY ANA HACTPOHKK &2 NapareTPoE BEs0NacHoCTH,

@ & v O

VHTEpHET MecTHaA HaaesHele  CrpaHHYed. ..
HHTPACETE Y3kl Y3kl

HaaexHbie y3no
,
¢ 30Ha ANA HaAEwHEIX Y3N0E, KOTOPEIE He

W' NPMYMHAT BpEAA BALEMY KOMNBHITERY HIKH
AaHHEIM,
B 3T0M 30HE eCTe BeB-v3nel

¥poBeHE BE30MacHOCTH ANA 3TOH 30HE!

Ocobbii
Ocofiele NapaMeTped.
- YTofkl MEMEHMTE MX, LWeNKHMTe "Apyrof”,
- iNA BOZEPATE K PEKOMEHADESHHOMY YPOBHH WENKHHTE
"Mo wHonuaHm”,

[7] BNHOUMTE 3EWMLLEHHBIA pesmM (MOTPEBYETCA Nepesanyck
Internet Explorer)

[ Apyrod... ][ Mo YMONHaHHD ]

[ BLIfpaTh YpOEEHE BES0NACHOCTH MO YMOAHaHHM ANA BCEX 0H ]

[ QK ] [ OTMEHA ] [ MPHMEHHTE ]

tdhizass 31. stsyo vLk T LG W ORI G J Lk
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L1Ctets jish 5SS CROHY>GY j L (Trusted sites) (fofiztsS 32).

Hage#xHble y3ab1

& B 3Ty 30HY MO¥HD A00SENATE BE0-YEEl M Y AANATE MX M3 HEE,
3a44aHHEIE A8 30HEI NapaMeTpel DE30NacHOCTH By ayT
MCNONb30EATECA ANA BCEX B8 YEN0E.

AofaEHTE B S0HY CREAYHILLMEA WEEen:

hittpsitiportalsfrod
Bed-vznel:
¥aanmTe

ﬂFl BLEX YEN0E 3TOA 30HEI TpedyeToA npoBepka cepeepot (https:)

| 3aKPEITE

tdhlzdsS 32. JLhts HEBOOE jhdW GOHY > EGises 8 B-ZLEO o LBkE BLiSYONE -
isHCE =y kg2

4. wuhdidis) WEOMBE rdw offjn Ldie st Lisd™ Isteislzjlshv Hictse jteGO f)iteo jietso
(https:).

5. 1 ftbkj teOodist o Lskz fjHzshd?2 ELjd: eojHdlsj URL 7020
https://portalsf.ru d &0>ddls] &0 SEsYCE rseOadis+ (Add). B0l jdd 2 OHts ji) SlssBieOLIShwW
o fsizj A jB-zLizr (Websites) (fdhzasS 33):

TohlztsS 33. JLit HishdsistO HisBOE jhh = GOHJ> G o jB-ELito

6. WO Bdlsd %0 Chstlz 10Ste s+ (Close). JLas LOSEE Jishw i) osLot0P jddjdg Wiz
s5ChE cuots2hisa0 tBisLis joOIS JEW».
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